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Mobile and IoT Computing
The convergence of sensing, communication, and computation that allows us to:
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Acquire data from the 
environment

Aggregate data from 
multiple sources

Analyze data (cloud/edge) and 
provide insights about the world

Act based on the data



Mobile and IoT Computing
The convergence of sensing, communication, and computation that allows us to:
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Acquire data from the 
environment

Aggregate data from 
multiple sources

Analyze data (cloud/edge) and 
provide insights about the world

Act based on the data

This course



Main Component of IoT Systems
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Axis #2:
Connectivity

Axis #1:
Power & Energy

Axis #3:
Sensing & Computing



Course Organization
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Module 1: Localization and Motion Tracking

Module 2: Sensing

Module 3: Connectivity

Module 4: Low-power IoT & Efficient Computing

Module 5: Emerging Topics



Objectives of This Module
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Learn the fundamentals, applications, and implications of

Network technologies for Mobile and IoT Systems

1. What are the various classes of network technologies?

2. How do we choose the right technology for a given application?

3. What are the different routing architectures?

4. How does energy impact the system design?

5. How does batteryless connection work?



Networking: “GLUE” for the Mobile and IoT
Mobile and IoT systems “technology push” from the convergence of:

• Increasing powerful nodes with embedded computing + miniaturized sensing

• Wireless network connectivity among the nodes
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The IoT Connectivity Arsenal



Networking: “GLUE” for the Mobile and IoT
Many different approaches, many different proposed standards. Much confusion.

• One size does not fit all: best technology depends on application

• What are the key organizing principles and ideas?
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“Things”
(devices, sensors, 

actuators) data

Mobile Gateways 
(phones, tablets)

Gateways

Internet

Servers in the “cloud”

Edge servers

Architecture: Direct, Gateways & Edges



How should gateways and things communicate?

Many answers, many approaches

But, in fact, a rich design space



Cellular and Wi-Fi?

Yes, we can…

except when we can’t!

Can’t we just use the wireless internet?



Wireless internet for IoT?
Cellular (5G, LTE/4G, 3G, 2G) and Wi-Fi are:

• Widely available (cellular in the wide-area and Wi-Fi for static uses)

• High bandwidth (for most purposes), so can support high-rate apps

But, they have big drawbacks:

• High power: not ideal for battery-operated scenarios

• Cellular: often high cost (esp. per byte if usage-per-thing is low)

• Wi-Fi: OK in most buildings, but not for longer range

Wi-Fi: In-building powered things (speakers, washers, refrigerators, …)

Cellular: High-valued powered things (e.g., “connected car”)
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What are the metrics that we care about?
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Connectivity Design Space

Device-to-gateway range

inches

body/room

factory/campus

building

miles

Device’s data rate
Gbytes per day

bytes per day

Wi-Fi: hours, Gbytes/day, factory

LTE: hours-, Gbytes/day, miles, costs more

Battery life (low-power operation)

hours 20 years



Why so many solutions? 
• Axes are not independent

• Technology evolves fast

• Bundling into popular devices speeds-up adoption, change the economics

+ cf. Wi-Fi & laptops

+ Bluetooth classic & cell phones & wireless headsets

+ Bluetooth Low Energy (BLE) & smartphones & “body/room” connectivity with months-to-years with 
low duty cycles 

21



Bluetooth Classic and Bluetooth Low Energy (BLE)
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How does BLE work?
Two parts:

1. Advertisements (aka beaconing) for device discovery

2. Connection phase for data exchange
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CENTRAL

PERIPHERAL
PERIPHERAL



BLE Advertisements are periodic

• Typical period: 100 ms

• Less frequent is fine

• Triggered advertisement are often a good idea

• Trade-off between energy consumption and 
discovery latency
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DEVICE
(PERIPHERAL)

SERVICE 1 SERVICE 2 SERVICE 3

CHARACTERISTIC 
1a

CHARACTERISTIC 
1b

CHARACTERISTIC 
2a

CHARACTERISTIC 
2b

CHARACTERISTIC 
2c

CHARACTERISTIC 
3a

READABLE
READ/WRITE
NOTIFICATIONS

Usually support
OTA (over-the-air
upgrades)

On connection



On Connection: MAC protocol
Central orchestrates data communication

Key idea: time-schedule to reduce energy consumption

On connect: exchange parameters

• Frequency hopping sequence

• Connection interval, i.e., periodicity of data exchange (T milliseconds)

Every T milliseconds, Central and Peripheral exchange up to 4 packets, alternating turns

Then Peripheral can go back to sleep until next interval
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What are the metrics that we care about?
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Extending communication range

Device-to-gateway range

inches

body/room

factory/campus

building

miles

Device’s data rate
Gbytes per day

bytes per day

Battery life (low-power operation)

hours 20 years



1980s: DARPA packet radio networks 1990s: mobile ad hoc networks (MANET)

Extending communication range: mesh networks



Late 90s, 2000s: Sensor networks 2000s: Mesh networks for Internet

Extending communication range: mesh networks



2010s: Mesh networks for IoT

Zigbee

6LoWPAN: IPv6 over low-power
wireless personal area networks

Both (typically) run over the 802.15.4 MAC standard
Routing protocol with different metrics, such as “expected transmission time”
Use case: devices communicating with gateway across multiple hops
Node duty cycles higher, some nodes do much more work

Extending communication range: mesh networks



Wireless Network Architectures
There are 3 kinds of wireless network architectures

Access Network Ad Hoc NetworkDevice-to-device

e.g., WiFi, cellular e.g., leverage P2P to 
reach internet (crises)

e.g., Bluetooth

One-hop Multi-hop



RoofNet



Single Path Routing
Represent the wireless network as a graph

§ Two nodes have an edge if they can communicate (i.e., are within radio 
range)

§ Each edge is labeled with a weight (where a smaller weight indicates a 
preferred edge)

Run shortest path algorithm on the graph (e.g., Dijkstra) 
§ Produce the minimum weight path between every pair of nodes

How do you pick the edge weights? 
§ i.e., what metric should shortest path minimize?
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Rest of this lecture



Reasoning:
§ Links in route share radio spectrum
§ Extra hops reduce throughput

Approach 1: 
Assign all edges the same weight à Minimize number of hops

Throughput = 1/2

Throughput = 1

Throughput = 1/3

3
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Pros? Cons?



Challenge: many links are lossy

3
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Smooth link distribution complicates link classification.

“Good”

“Bad”

One-hop broadcast delivery ratios



Bottleneck throughput:

Approach 2:
Maximize bottleneck throughput

50%Delivery ratio = 100%

51% 51%

D

A

B

C

Actual throughput: A-B-C :  ABBABBABB = 33%
A-D-C :  AADDAADD    = 25% 

A-B-C = 50% 
A-D-C = 51%

Pros? Cons? 3
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A-B-C = 51%
A-C = 50% 

Approach #3: 
Maximize end-to-end delivery ratio

51%100%

50%
A

B

C

Actual throughput: A-B-C : ABBABBABB = 33% 
A-C : AAAAAAAA   = 50% 

End-to-end delivery ratio:

Pros? Cons?
3
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Minimize total transmissions per packet
(ETX, ‘Expected Transmission Count’)

Approach #4: Wireless routing metric: ETX

Link throughput » 1/ Link ETX
Delivery Ratio

100%

50%

33%

Throughput

100%

50%

33%

Link ETX

1

2

3

3
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Route ETX

Route ETX

1

2

2

3

Route ETX = Sum of link ETXs
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Throughput

100%

50%

50%

33%

20%

3
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Calculating Link ETX
• Assuming 802.11 link-layer acknowledgments  (ACKs) and 

retransmissions:

• P(TX success) = P(Data success) ´ P(ACK success)

• Link ETX = 1 /  P(TX success)
= 1 /  [ P(Data success) ´ P(ACK success) ]

• Estimating link ETX:
• P(Data success) » measured fwd delivery ratio rfwd
• P(ACK success) »measured rev delivery ratio rrev

• Link ETX  » 1 / (rfwd´ rrev)

4
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How can we measure delivery ratios?
• Each node broadcasts small link probes once per second
• Nodes remember probes received over past 10 seconds
• Reverse delivery ratios estimated as

rrev » pkts received / pkts sent
• Forward delivery ratios obtained from neighbors 

(piggybacked on probes)

4
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ETX Pros?

• ETX predicts throughput for short routes (1, 2, and 3 hops)

• ETX captures loss

• ETX captures asymmetry
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ETX Caveats

• It is hard to measure link quality/loss
ØChanges as a function of load
ØChanges with time

• ETX ignores differences in bit-rate and packet size

• ETX ignores spatial re-use (i.e., assumes all links 
interfere)

4
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Course Project
• Proposal discussion (+suggested ideas) after the spring break

• Proposal due one week after that

• Introductions?
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Next Lecture
• Time: Wed Feb 28th

• Topic: Batteryless connectivity and RFID
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