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Mobile Security
Inaudible Voice Commands
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Light Commands
Hacking using Laser
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Analog Sensor Security
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Drone security
Spoofing GPS Signals







BackDoor: Making Microphones Hear

Inaudible Sounds




Microphones are everywhere

" > = T Phirase
) . e i /

S




Microphones are everywhere
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Microphones record audible sounds
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Works with unmodified devices

(, \*\
&

HearingWAid



It’s not “near-ultrasound”
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Amplitude

Exploiting fundamental nonlinearity
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What can we do with it¢




Application: Acoustic communication
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Threat: Acoustic DOS attack



Thred’r Acoustic DOS attack
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Thred’r Acoustic DOS attack
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Talk outline

(1) Microphone Overview
(2) System Design
(3) Challenges

(4) Evaluation
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Microphone working principle

Diaphragm Amplifier F|Iter



Microphone working principle
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Microphone working principle
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Microphone working principle
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Microphone working principle
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Microphone working principle
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Microphone working principle
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Microphone working principle
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Microphone working principle
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Microphone working principle
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Microphone working principle
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Talk outline

(1) Microphone Overview

(2) System Design

(3) Challenges

(4) Evaluation



Exploiting amplifier non-linearity
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Exploiting amplifier non-linearity
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Exploiting amplifier non-linearity
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Exploiting amplifier non-linearity
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Exploiting amplifier non-linearity
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Exploiting amplifier non-linearity
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Exploiting amplifier non-linearity
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Talk outline

(1) Microphone Overview
(2) System Design

(3) Challenges

(4) Evaluation
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Exploiting amplifier non-linearity
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Not sending a single “tone” (sine wave), but
sending a command.

How can we send this command?
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Hardware generalizability
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Implementation

Communication Jammer
prototype prototype



Communication performance

FM data packets

4kbps
up to 1 meter

More power can increase the distance ‘




Jamming performance
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Jamming performance
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Jamming performance
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Jamming performance
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Jamming performance
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Jamming performance

2000 spoken words

Jammed recording




Jamming performance
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Jamming performance
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Jamming performance
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@ Specially designed inaudible sound can be
recorded with unmodified microphone

@ It can make acoustic jammer possible and
also can be a communication channel

@ It also uncovers threats like acoustic
Denial-of-Service attacks



To summarize...
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Inaudible Acoustics is a new primitive ...
that makes inaudible ultrasound audible to microphones
Underpinning a wide range of IoAT applications ...



Remainder of the Class

Emerging Application Domains & Cross-Cutting Topics
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